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Concurrent Error Detection Methods for
Asynchronous Burst-Mode Machines

Sobeeh Almukhaizim, Student Member, IEEE, and Yiorgos Makris, Member, IEEE

Abstract—Asynchronous controllers exhibit various characteristics that limit the effectiveness and applicability of the Concurrent Error
Detection (CED) methods developed for their synchronous counterparts. Asynchronous Burst-Mode Machines (ABMMs), for example,
do not have a global clock to synchronize the ABMM with the additional circuitry that is typically used by synchronous CED methods
(for example, duplication). Therefore, performing effective CED in ABMMs requires a synchronization method that will appropriately
enable the checker (for example, comparator) in order to avoid false alarms. Also, ABMMs contain redundant logic, which guarantees
the hazard-free operation required for correct interaction between the circuit and its environment. Redundant logic, however, allows
some single event transients to manifest themselves only as hazards but not as logic discrepancies. Therefore, performing effective
CED in ABMMs requires the ability to detect hazards with which synchronous CED methods are not concerned. In this work, we first
devise hardware solutions for performing checking synchronization and hazard detection. We then demonstrate how these solutions
enable the development of three complete CED methods for ABMMs. The first method (Duplication-based CED) is an adaptation of the
well-known duplication method within the context of ABMMs. The second method (Transition-Triggered CED) is a variation of

duplication wherein the implementation cost is reduced by allowing hazards in the duplicate circuit. In contrast to these two methods,
which are nonintrusive, the third method (Berger code-based CED) is intrusive since it requires reencoding of the ABMM with check
symbols based on the Berger code. Although this intrusiveness may slightly impact performance, Berger code-based CED incurs the

lowest area overhead among the three methods, as indicated through experimental results.

Index Terms—Concurrent error detection, asynchronous burst-mode machines, error-detecting codes, Berger code.

1 INTRODUCTION

THE numerous advantages promised by asynchronous
circuits have recently sparked renewed interest in the
development of CAD methods and tools to automate their
realization. As these methods mature, the size and complex-
ity of the circuits that they support increase significantly,
necessitating similar efforts in order to verify and test their
functionality before deployment. At the same time, due to
their low power consumption and electromagnetic noise
emission, asynchronous circuits are also gaining a strong
foothold in mission-critical applications such as avionics
and communications. As a result, Concurrent Error Detec-
tion (CED) methods, that is, methods that monitor their
operation in the field in order to detect and report potential
malfunctions occurring due to single event transients, are
becoming of increasing importance.

In this paper, we address the problem of CED in
Asynchronous Burst-Mode Machines (ABMMs). Although
a wide variety of CED methods have been developed for
synchronous controllers [1], [2], [3], [4], their asynchronous
counterparts are intrinsically different [5], limiting the
applicability of these methods. Consider, for example, the
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traditional duplication method in synchronous circuits,
wherein a duplicate of the circuit is added and a
comparator continuously checks the two results for con-
sistency. When a similar approach is attempted for CED in
ABMMs, its use and effectiveness are jeopardized in two
ways. First, the lack of a global clock allows a circuit and its
duplicate to produce results autonomously and at their own
pace. Consequently, the outputs of these circuits are not
continuously equal. Therefore, in order to avoid false
alarms occurring from their continuous comparison during
CED, a checking synchronization method is required. Second,
single event transients in redundant logic, which is used to
ensure the hazard-free operation of an ABMM, may cause
only hazards but no functional discrepancy. Such hazards
will go undetected by CED methods that only check the
functionality of the circuit. However, ABMM responses
have to be not only correct but also hazard-free. Otherwise,
a hazard may be misinterpreted by the environment as a
logic value change, resulting in erroneous interaction with
the circuit and, by extension, erroneous system-level results.
Therefore, to ensure that CED methods will detect errors in
the interaction between the ABMM and its environment, a
hazard detection method is also required.

Our aim is to enable the development of CED methods
for ABMMs by devising solutions to the two aforemen-
tioned problems. In order to address the checking synchro-
nization problem, we propose a method that utilizes control
information inherent in the operation of ABMMs. More
specifically, our method uses a Transition Prediction Function
(TPF), which is derived from the functionality of the
ABMM, to indicate the completion of computation. In order
to address the hazard detection problem, we propose the
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addition of specialized circuitry that detects errors causing
only hazards but no functional discrepancy at the outputs
of the circuit. By using the checking synchronization
method and the Hazard Detection Circuit (HDC), we
develop three CED methods, all of which guarantee
detection of all functional errors and hazards in ABMMs.
The first one is the Duplication-based CED method, which is
an adaptation of the duplication method frequently used in
synchronous circuits. The second one is the Transition-
Triggered CED method, which is a variation of duplication
wherein the area overhead is reduced by allowing hazards
in the duplicate circuit and eliminating the corresponding
redundant logic. The third one is the Berger code-based CED
method, which encodes the outputs of the controller with a
check symbol based on the Berger code. Although encoding
the outputs of an ABMM by using the Berger code is
straightforward, the key challenge is to ensure that the state
encoding adheres to the conditions required to realize an
ABMM implementation of the circuit and its Berger code
generator. To this end, we develop a state encoding method
which guarantees the existence of an inverter-free ABMM
implementation of the original circuit,* as well as an ABMM
implementation of the corresponding Berger code genera-
tor. Both Duplication-based CED and Transition-Triggered
CED are nonintrusive, that is, they only add hardware in
parallel to the original circuit, which is left intact, and, thus,
the performance is preserved. In contrast, Berger code-
based CED is intrusive since it requires state reencoding. As
a result, performance is slightly affected, yet the area
overhead is smaller, as corroborated experimentally.

The rest of this paper is organized as follows: In Section 2,
we review related work in CED for asynchronous circuits.
In Section 3, we briefly describe the class of ABMMs. In
Section 4, we discuss the challenges of applying synchro-
nous CED methods to ABMMs and present the proposed
solutions. Then, in Sections 5, 6, and 7, we describe the
Duplication-based CED, Transition-Triggered CED, and
Berger code-based CED methods for ABMMs, respectively.
Finally, in Section 8, we assess experimentally the area and
performance overhead of the presented methods and
discuss their effectiveness.

2 RELATED WORK

Several CED methods for asynchronous circuits have been
previously proposed in the literature, none of which,
however, is applicable to ABMMs. In [5], the authors
investigate the applicability of Duplication-based CED to
asynchronous circuits and show that comparison synchro-
nization can be performed using a modified comparator
that exploits the local synchronization protocols that exist in
many asynchronous circuits. A time window is utilized
within which the original circuit and its duplicate should
both arrive at the same state. The use of a time window,
however, results in the masking of some performance-
related faults. Thus, a dedicated hardware monitor is also
required in order to detect these malfunctions.

1. Berger code-based CED methods require circuit implementations
wherein inverters are only allowed on the primary inputs.
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In [6], a CED method for Quasi Delay-Insensitive (QDI)
circuits is proposed based on unordered codes. A code is
unordered if no code word u is contained in another code
word v (thatis,u v), whereu v ifvhasalinevery bit
position where u has a 1. Examples of unordered codes are
the one-hot encoding and the dual-rail code, which is
typically used to encode the inputs and outputs of QDI
circuits. Since the inputs and outputs of a QDI circuit are
encoded using unordered codes, which naturally leads to
an inverter-free realization of these circuits, any single fault
in the circuit will produce a noncode word at the output.
Moreover, a spacer 00...0 appears at the output of the
QDI circuit between working phases and is used by a
Completion-Detection (CD) circuit to indicate the validity of
the results. Several CD implementations have been pro-
posed in the literature. In [7], the feasibility of designing
VLSI decoders to implement the CD test on asynchronous
buses is investigated. In [8], the authors present an activity-
monitoring CD method which detects completion if no
transitions are observed in the circuit within a period of
time and a transition-monitoring CD method which
guarantees the detection of all glitches in the completion
logic. Finally, an efficient and systematic method to perform
CD by using multioutput threshold logic is presented in [9];
an in-depth discussion of various CD strategies can be
found in [10].

CED methods have also been proposed for asynchronous
circuits through the use of the Differential Cascode Voltage
Switch (DCVS) logic [11], [12], which is used to generate
handshaking signals between interacting asynchronous
modules. In [11], the authors utilize the handshaking
signals of the DCVS logic to design a self-checking majority
voter. The self-checking majority voter is implemented
using a dual voter with self-checking capabilities: The
handshaking signals are used to assert the self-checking
signals of the voter if the monitored data is not comple-
mentary. In [12], a CED method is presented for the class of
self-timed VLSI pipelines implemented using DCVS logic.
A checker, composed of a tree of dual-rail comparators,
compares the signal pairs from the DCVS logic of the
pipeline stages to detect errors. In [13], a mixed-signal
approach to perform CED for self-timed circuits is
proposed. The authors argue that logical faults in these
circuits might be undetectable at the primary outputs. Thus,
performing CED by using logic (voltage) monitoring would
not be effective for all possible faults. A study on the
feasibility of performing CED for these circuits by using a
Built-In Current Sensor (BICS) is therefore presented.

More recently, a CED method for asynchronous inter-
faces in globally asynchronous locally synchronous circuits
is described in [14]. A checker design is proposed to
monitor the handshake control signals at the asynchronous
interface of these circuits. If a fault is present, then the
system halts and a timeout circuit is used to detect and
indicate it. The concurrency of the CED method in [14] was
improved in [15]: Whenever the checker detects an error in
the handshake control signals exchanged between circuits
interacting through their asynchronous interface, D flip-
flops are used to latch the error information and report it
immediately.
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Inputs: a, b, ¢, d

0100 [0101] 0110 0111

States 0000 0001 0010 0011 1000 1001 1010 1011 1100 1101 1110 1111
S() SO,OO = = - So,01 So,OO 32,00 = S1,00 = N =
5, Sdoo] - - - - $1,10 | 51,11 - : S1,00
s, . % . - - . S,,00 | 50,00 | 5200 | S,,00 -

Outputs: x, w

Fig. 1. Example of a symbolic state transition table for defining an ABMM.

Although the above methods sufficiently address the
problem of CED in the classes of asynchronous circuits that
they were developed for, there are two factors that limit
their applicability in ABMMs. First, all of these methods
assume the existence of explicit completion signals and
utilize them in order to synchronize correctness checking.
ABMMs, however, operate without completion signals and,
therefore, these CED methods cannot be applied. Second,
these methods assume that all errors of interest will result in
a functional discrepancy. However, ABMMs contain re-
dundant logic wherein transient errors may result only in
hazards but no functional discrepancy at the output. Such
hazards jeopardize the correct communication of the circuit
with its environment and therefore should also be detected.
These two limitations motivate the need for development of
CED methods specific to ABMMs and pinpoint the
contributions of this work.

3 ASYNCHRONOUS BURST-MODE MACHINES

ABMMs are widely used for designing asynchronous
controllers [16], [17], [18], [19] since they promise improved
characteristics as compared to their synchronous counter-
parts. For example, the performance of a burst-mode
implementation of an instruction decoder has been reported
as three times better than the performance of a highly tuned
synchronous version [20]. Moreover, their low power
consumption makes them highly useful in portable applica-
tions [21]. In this section, we briefly introduce their
fundamentals, we outline the synthesis process for realizing
an ABMM implementation from a given Finite-State
Machine (FSM) description, and we give an example.

3.1 Fundamentals

ABMMs constitute a class of Huffman circuits [22] that is
widely used for designing asynchronous controllers [16],
[17], [18], [19]. Huffman circuits consist of a set of
combinational functions, computing the next state and
output of the circuit, and a set of feedback lines, storing the
state of the circuit. No clock and no state registers are used
in these circuits; however, delay elements are often added
to eliminate essential hazards® [23]. Given the absence of a
clock, communication protocols are needed to ensure correct
interaction between an asynchronous circuit and its
environment. These protocols define the properties of the
stimuli that the environment is allowed to provide to the
circuit, as well as the properties of the responses that the

2. Essential hazards arise when a state change completes before the input
change is fully processed. To prevent this early state change from
propagating through the combinational logic, delay may be added to the
feedback.

circuit will generate. Based on these protocols, various
classes of asynchronous circuits are defined.

The key aspect of the protocol used in ABMMs, as
indicated by their name, is that the interaction between the
circuit and its environment happens in bursts. An input burst
is defined as a set of bit changes in one or more inputs of the
circuit, which are allowed to occur in any order and without
any constraint in their relative time of arrival. Once an input
burst is complete, and only then, the circuit responds to the
environment through a hazard-free state and output
change. We emphasize the protocol requirement for
hazard-free state and output changes. Since no clock is
used, synchronization between the circuit and its environ-
ment is based on the fact that any change in the state or
output of the circuit signifies completion of an evaluation
cycle. Therefore, all hazards should be eliminated to ensure
correct interaction of an ABMM with its environment. In
order to implement a circuit that complies with the
aforementioned communication protocol, two features are
added during synthesis. First, in order to make the
functionality of the circuit critical race-free,® dichotomies
are added to constrain the binary state encoding of the
circuit [24]. Consequently, the resulting state codes ensure
that a transition between two states never reaches a
transient state with a different destination state for the
current input. Second, to make the next state/output
functions hazard-free, redundant implicants are added to
their implementation [25].

ABMMs have been extensively studied and are particu-
larly popular in the asynchronous community, partly due to
the availability of MINIMALIST [16], [17], [18], [19], which
is a comprehensive burst-mode logic synthesis and optimi-
zation package. MINIMALIST produces a hazard-free
ABMM implementation as long as the following two
constraints are satisfied: First, input bursts at any given
state should be nonempty and should unambiguously
decide the next state; hence, no input burst should be a
subset of another input burst. This constraint is called the
maximal set property. Second, every state should be entered
using a unique input burst. This constraint is called the
unique entry point. If the specifications of a controller satisfy
the above constraints, then an ABMM implementation is
guaranteed to exist and MINIMALIST produces the mini-
mal-cost hazard-free logic implementation.

3.2 Example

An ABMM is described using a state transition table such as
the one shown in Fig. 1. The rows in the table correspond to
the current symbolic state, the columns correspond to the

3. A critical race hazard exists if two state variables change value and
the machine’s next state depends on the order of arrival of these changes
[22], [23].
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Fig. 2. ABMM implementation of the example.

inputs, and the entry indicates the next state and the
outputs. For example, suppose that the circuit is in state Sg.
Then, an input burst of 1010 will cause a transition to
state S, and will generate an output of 00. Let us now
assume that the next input burst is 1001 (that is, input c is
lowered and input d is raised) and that c is lowered first
and, then, d is raised (that is, 1010 ¥ 1000 ¥ 1001). The
circuit responds only after the input burst is complete, so,
between the time that c is lowered and the time that d is
raised, the next state and output bits do not change. Once
the input burst is complete, the circuit makes a transition to
state Sp and computes the output, which, in this case,
happens to remain the same, that is, 00.

We note that, depending on the encoding of the states, a
critical race may occur during this transition. For example,
if the states are encoded as Sp ... 00, S; ... 01, and S, ... 11,
then the transition from S, to S; may go through a transient
state of 01, which is the state encoding of S;. In combination
with the current input burst of 1001, this will produce a next
state of S; and an output of 10, both of which are incorrect.
Thus, this state encoding would be invalid and is avoided
through the use of dichotomies [24].

A dash in a table entry signifies that the corresponding
combination of current state and input is not permitted by
the communication protocol between the circuit and the
environment. For example, if the circuit is in state Sy, then
an input burst of 0010 is not allowed to occur. The synthesis
process of MINIMALIST starts by performing state mini-
mization on the symbolic state transition table constrained
such that the reduced state transition table has a hazard-free
logic implementation [19]. In the example in Fig. 1, the state
transition table is already minimal. Next, dichotomies are
added to ensure a critical race-free state encoding. Solving
the dichotomies results in the state encoding Sy ... 00,
S;..01, and S, .. 10 for the example circuit and the
symbolic states are replaced by their binary values. The
last step is to generate a minimal-cost hazard-free imple-
mentation of the circuit [18]. Fig. 2 shows the resulting
ABMM implementation of the example, which includes
some logic redundancy to ensure hazard-free operation.

4 CED IN ABMMs: CHALLENGES AND SOLUTIONS

The general structure of a CED method for synchronous
circuits is illustrated in Fig. 3. CED is typically based on an
invariant property of the circuit, which is generated through

IEEE TRANSACTIONS ON COMPUTERS, VOL. 56, NO.6, JUNE 2007
Property
Checker
ORIGINAL Outputs Clock
CIRCUIT >
Error
Inputs Flip-Flop
INVARIANT | Invariant
PROPERTY | Property
GENERATOR

Fig. 3. General structure of synchronous CED methods.

additional hardware. Examples of such invariant properties
include the output of the circuit itself (duplication), the
parity of the output [2], [26], the encoding of the output by
using Error-Detecting Codes (EDCs) [27], [28], and the
value of internal gates [29], [30]. A property checker
determines whether the invariant property of the output
produced by the monitored circuit matches the one
generated by the property generator. An error signal
indicates a mismatch between the circuit and the invariant
property generator and a flip-flop latches the error signal at
the end of the clock cycle. Since the checker is crucial to the
correct operation of CED methods, self-checking checkers
are commonly used [31], [32], [33].

ABMMs pose two additional challenges over and above
their synchronous counterparts for effective CED. The first
challenge arises from the fact that the ABMM and the
invariant property generator operate asynchronously and
there is no clock to indicate when their combined output
should be checked. Therefore, in order to avoid false
alarms, a checking synchronization method is required. The
second challenge arises from the fact that, functionally,
redundant hardware is included in ABMMs in order to
ensure their hazard-free operation. As a result, there exist
errors that will only cause hazards but no functional
discrepancy at the state or output bits. Therefore, additional
provisions for performing error-induced hazard detection are
required. In this section, we elaborate on these two
challenges and propose solutions to enable CED in ABMMs.

4.1 Checking Synchronization

The lack of a synchronizing clock introduces uncertainty as
to when to check the responses of the ABMM and the
invariant property generator. Therefore, commonly used
synchronous CED methods such as Duplication-based CED
cannot be directly applied on ABMMs without enforcing
that the outputs be checked only when both have finished
computation; otherwise, false alarms may occur. Process
variations, input skew, and the sheer fact that the two
circuits are separate entities are a few of the reasons why
two identical circuits may operate with different delays.
Therefore, in order to avoid false alarms, a checking
synchronization method is required.

In error-free operation, the output of the invariant
property checker constitutes a valid check as long as the
outputs of the ABMM and the invariant property generator
are not making a transition. Based on the definition of
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Fig. 4. Symbolic state transition table for the TPF.

ABMMs, these outputs are steady during an input burst
and only change after the input burst is complete. Thus, any
transition during the input burst can be safely attributed to
an error and can be detected by activating the invariant
property checker throughout this period. When the input
burst is complete, however, the ABMM and the invariant
property generator operate asynchronously. Thus, during
the period between the end of an input burst and the
beginning of the next, the invariant property checker is
deactivated. Once the new input burst starts, the checker is
reactivated to detect any errors in the previous output burst.

In order to deactivate the checker in between input
bursts, we use a TPF, which signifies the end of an input
burst. Since the TPF controls the checker, its implementa-
tion must be hazard-free to ensure that no false positives or
false negatives occur. Therefore, the TPF is implemented as
an ABMM. The TPF is defined for every specified entry in
the state transition table of the ABMM and obtains a logic
value of “1” when the current input burst and state
combination result in a state transition and/or a change at
an output and a logic value of “0” otherwise. For all input
bursts that are composed of k bit changes, where k > 1, the
above definition implies that the TPF is lowered when the
first bit changes and then raised again when the input burst
is complete. Hence, such an input burst results in multiple
output bursts, which violates the maximal set property and
the unique entry point constraints of ABMMs. In order to
satisfy these constraints, input bursts with k bit changes are
decomposed into k input bursts with a single bit change.
Each of these k input bursts lowers the TPF and makes a
state transition into a dummy state. Then, an input burst
with the remaining k 1 bit changes is added to every
dummy state in order to raise the output and make a
transition to the next state to which the original input burst
would lead. Therefore, the modified input bursts will
unambiguously decide the next state and output and,
hence, the maximal set property is satisfied. Moreover,
every state in the specification of the TPF can be entered
using a unique input burst and, hence, the unique entry-
point constraint is also satisfied. Since both constraints are
satisfied, a hazard-free ABMM implementation of the TPF is
guaranteed to exist.

Example. Consider the controller described in Fig. 1, which
has the TPF, shown in Fig. 4. All of the input bursts defined
for states Sp and S; have a single bit change and resultin a
state transition and/or a change in the output. Therefore,
all the defined entries in the state transition table of the TPF
for Sp and S; have an output of “1.” S, on the other hand,
has an input burst with two bit changes. Hence, this input
burstis replaced with two input bursts, each of which hasa
single bit change. The input bursts that are added to S,
lower the output and lead to a state transition to two

dummy states: Sz and S4. In each of these two states, an
input burst consisting of the remaining bit changes from
the original input burst is added. The input burstin S3 and
the input burst in S, will both raise the output and make a
transition to state Sg.

4.2 Detection of Error-Induced Hazards

Logic redundancy in ABMMs prevents hazards from
occurring during error-free operation, as required by the
communication protocol between an ABMM and its
environment. As a result, some errors may cause only
hazards but no functional discrepancy, so they cannot be
detected by checking an invariant property of the output.
Therefore, in order to monitor the correct interaction of the
circuit and its environment, a hazard detection method is
also required.

Example. Assume that the current state in the circuit in
Fig. 2 is S; and the input changes from 1100 to 1000.
Then, the next state should become S; and output X
should obtain a logic “1” value, as indicated in Fig. 1.
However, if an error inducing a logic value of “0” at the
output of gate G4 occurs, then a hazard will appear at
output X. This is illustrated in the timing diagram in
Fig. 5, wherein dotted lines represent the logic values in
the absence of this error. In this example, the change of
input b affects the next state function Y; before the
change in gate G3 reaches Y;. During that time, Y; is at
the logic value of “1” due to gate G,4. Hence, an error in
gate G4 will generate a hazard at Y;. Subsequently, the
hazard at Y; will propagate to the output of gate Ggs,
which, in turn, will result in a hazard at output X of the
circuit. Thus, an error at gate G4 will cause a hazard at
Y1, Gz, and output X but no functional discrepancy at
any state or output signals.

Fig. 5. Timing diagram illustrating a hazard.
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